New EU data protection regulation introduces EU-wide regime and requires more
transparency and higher standards of protection
* This article was first published online in the Outsourcing Journal on 25 May 2016.

Starting May 24th, 2016, the new data protection regulation (Regulation 2016/679 of the European
Parliament and of the Council, hereinafter referred to as the „Regulation”) enters into force. Aiming to
strengthen citizens' fundamental rights in the digital age and to facilitate business by simplifying rules for
companies in the Digital Single Market, the new regulation will become applicable as of May 25th, 2018.
This means that the companies are given 2 years to bring the processing already under way into conformity
with the Regulation.
New progressive rules for businesses
The Regulation will represent the only set of rules applicable for business all across the EU making it easier
for companies when interacting with another member state. Moreover, the Regulation will also apply to
non-EU companies when dealing in the EU.
Unlike until now, businesses will only have one (main) supervisory authority regardless of the number of
headquarters and of member states in which they are based. The criteria for determining the main
supervisory authority will be that of the main headquarters which can be determined easily under the
Regulation.
What businesses need to know
Whenever data is processed, any communication that needs to be made with respect to the processing
must be made in a clear and simple language and must be easy to understand. The businesses are
responsible for ensuring the transparency of the processing.
While the general notification obligation of processing is no longer in force, the companies will have to be
more responsible. In this respect, in case of a breach related to the security of personal data, companies
will have to immediately notify the data subject and the data protection authority as soon as possible and
preferably no later than 72 hours since the moment of the breach. Otherwise, the penalties and
administrative fees for such infringements are high.
Also part of the responsibility undertaken by the companies under this new Regulation is the obligation, in
certain cases, such as having more than 250 employees, to designate a data protection officer who will
carry out specific tasks to ensure that the Regulation is dully applied and that the rights of the data subjects
are protected.
Furthermore, the Regulation brings stricter conditions to be met for consent to processing to be valid. In
this respect, the consent has to be clear and explicit beyond a doubt, for example, if the consent is given
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in a context where it approves more actions that the processing of data itself, it might be deemed unclear
and, hence, unenforceable for the company.
It is very important to note, that regardless of whether a business grounds its data processing on consent
or not, the data subject has to be informed about the processing, respecting the principle of transparency,
as mentioned above.
This responsibility that is being transferred to the company by allowing them to process data without prior
notification has its grounds in the need to deal faster and save important amounts of money and time spent
with an outdated procedure that no longer reflects the direction in which companies are heading and neither
the needs of the data subject. The best way to see how heavily this responsibility weights is by looking at
the administrative fines which range up to EUR 10 million or 2% of the global annual turnover, whichever
is higher, or in some cases can go up to EUR 20 million or 4% of the global annual turnover, whichever is
higher.
A friendlier approach towards several categories of companies
One of the most burdensome obligations of the companies under the actual EU legal framework is related
to the notifications to supervisory authorities, which incur a cost for business of EUR 130 million every year
according to the numbers announced by the European Commission. The new Regulation removes the
unnecessary administrative requirements, such as notification requirements for companies.
Furthermore, the Regulation contains a set of exemptions for SMEs, such as the exemption from the
obligation to appoint a data protection officer insofar as data processing is not their core business activity
or from the obligation to carry out an impact assessment unless there is a high risk. Also, companies will
be able to charge a fee for providing access to data, in case the requests to access data are manifestly
unfounded or excessive.
Guaranteed rights of the citizens
One of the main declared purposes of the data protection reform was to allow people to regain control over
the personal data, in the context of an unprecedented technological development. For this purpose, the
new Regulation guarantees the following rights of the individuals:
(i)

easier access to your own data: individuals will receive additional information, made available

in a clear and understandable way, on how their data is processed;
(ii)

the right to data portability: individuals shall have the right to receive their personal data in a

structured, commonly used and machine-readable format and have the right to transmit those data
to another service provider;
(iii) the right to be forgotten: provided that there are no legitimate grounds for retaining the data,
individuals shall have the right to obtain the erasure of personal data without undue delay;
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(iv) the right to be informed on the data breaches: when the personal data breach is likely to result
in a high risk to the rights and freedoms of natural persons, the individuals must be informed
regarding such breach without undue delay.

Further steps for companies
Even though the new rules will become applicable on May 25th, 2018, the companies will have to bring the
existing processing into conformity with the Regulation by that moment. This transitory period should allow
companies enough time in order to establish clear ground rules and processes for complying with the new
requirements in the data processing field. In this respect, a company should at first identify which legal
obligations are applicable in its case and should further update its procedures and regulations accordingly.
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